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Abstract 
Risk management is becoming a key factor within 

organizations since it ensures a successful execution 

of projects. In an organization life cycle, there is 

simply no way to guarantee a completely risk free 

workplace. Moreover, information is essential to 

efficient and effective business processes and it is a 

critical success factor for a competitive market 

position. Due to this fact, information flows and 

process structure must be managed carefully to 

reduce risks that might face the progress of projects. 

This research aims to present a conceptual framework 

of the risk management process cycle. An articulate 

model of risk is developed based on a thorough 

analysis of various models presented in the literature. 

The main emphasis is on developing phases such as 

scrutiny, verifying, planning of experiments, and risk 

education across the risk management process cycle. 

This should improve the implementation of risk 

management processes.  

 

Key Words: Risk, Risk management, Risk 

management process model, Risk analysis. 

1. Introduction 
Risk management is concerned with identifying risks; 

understand risks and drawing up plans to minimize 

their effect on project. Risk management can be seen 

as a series of steps that help a software team to 

understand and manage uncertainty [1]. Risk refers to 

all events, occurrences and actions that may prevent 

you or your organization realizing its ambitions, plans 

and goals. Risk is surrounding us in our personal and 

professional lives and it is a potential problem that 

might happen. However, regardless the outcome, it’s 

a good idea to identify risk, assess its probability of 

occurrence, and estimate its impact. The reasons for 

studying risk management vary, for instance some 

people study it to prepare for a career in a specific 

field, and others study it as a part of a general 

business curriculum. Risk management is a distinct 

discipline, which integrates knowledge from a variety 

of other business fields. It is discipline in which a 

variety of methodologies are brought to bear on a 

specific problem. Risk management is very important 

and integral part of any business and well recognized 

by the project management institutions [8]. 

 
1.1 Risk and Risk Management 

Most projects or business ventures take place in a 

changeable environment in which many drawbacks 

exist that might negatively impact the outcome of 

project success. A project is considered successful if 

it meets the requirements determined by the 

stakeholders, such as security, efficiency, reliability, 

maintainability, functionality, integration, etc. ([17], 

[15]) contend that the high failure rate of projects is in 

fact due to not taking preemptive  actions to evaluate 

and handle risks involved. A study by [9] illustrated 

that 35% of deserted projects are not discarded until 

the implementation stage of the project. This implies 

that project managers are doing a poor job of 

identifying or terminating projects that are likely to 

fail due to risks encountered during the project life 

cycle. 

 

There are several definitions of risk, such as the 

likelihood that an organization will be negatively 

affected during the process of acquiring, deploying 

and using information technology. [16] Describes risk 

as any variable in the project that causes project 

failure. A risk must contain two elements, namely 

uncertainty and loss [16]. Risk management refers to 

strategies, methods and supporting tools to identify, 

and control risk to an acceptable level [4]. Risk 

management has the intent to take counter measures 

that either thwart risks or mitigate the impact of a 

risk. Several authors, including [17] argue that risk 

management should form a primary part of the project 

management process. [14] Recommend that the list of 

potentially recognized and appropriate risks should be 

incorporated in all project plans or business 

processes. 
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Risk management objective is to identify all 

applicable risks in a project or business or product. It 

involves ranking the above elements based on their 

importance, frequency of occurrence, level of impact, 

and then establishes the actions needed to control the 

identified risks. It is possible for every individual risk 

aspect to be documented in further details [7]. Since 

no one can predict what losses will occur, the 

objective of risk management is to ensure that no risk 

will occur during the execution of project in order to 

minimize losses to an acceptable level. If a loss 

occurs, then the objective of risk management has 

failed to achieve the objectives intended, which 

prevent the organization from pursing their goals. 
 

The rest of the paper is structured as follows: Section 

2 reports the existing theories on the risk management 

process, Section 3 proposes a new risk model which 

improves the activities in existing risk model cycles, 

leading to more reliable information to support 

management decisions. Finally, we conclude the 

paper in Section 4. 
 
2. Literature Review 
This section gives the readers an overview of the 

different research contributions in risk management 

literature. There is several different risk management 

processes used in organizations today, these are 

summarized in Table 1. The processes of risk 

management have appeared in a number of existing 

process models in the area of risk management.

 

 

Table 1: Risk management process

Sub Dimension/ Description of Process 
 

References 

7 6 5 4 3 2 1 

Main 

Dimension/ 

Risk 

Management  

Process 
[2] 

(Beck et al., 

2002) 

   Risk 

Monitoring 

Risk 

Control 

 

Risk 

Evaluation 

 

Risk 

Identification 

 

Risk Management  

Process 

[5]  

(Cornford, 

1998) 

 

  Risk 

Control 

Risk 

Tracking 

Risk 

Planning 

 

Risk 

Analysis 

 

Risk 

Identification 

 

Risk Management  

Process 

[12] 

(Kontio, 1996) 

  Control 

Risk 

 

Plan risk 

control 

 

Analysis 

Risk 

 

Identify and 

monitor 

 

Review 

define goals 

 

Risk Management  

Process 

[3]  

(Boehm and 

Bose, 1994) 

Monitor 

Risks 

Risk 

control 

 

Risk 

control 

planning 

 

Risk 

Analysis 

 

Risk 

Identification 

 

Goal 

Review 

 

Risk 

management 

mandate 

definition 

Risk Management  

Process 

[11] 

(Jurison, 1999) 

 

    Risk 

Prioritization 

 

Risk 

Analysis 

 

Risk 

Identification 

 

Risk Management  

Process 

[18] 

(Smith and 

Merritt, 2002) 

  Monitor 

Risks 

Resolve 

risks 

Prioritize 

and map risk 

Analyze 

Risks 

Identify 

Risks 

Risk Management  

Process 

[19] 

(Sommerville 

2001) 

   Risk 

Monitoring 

Risk 

Planning 

Risk 

Analysis 

Risk 

Identification 

Risk Management  

Process 

[1] 

(Bandyopadhya

y et, al 1999) 

 

    Risk 

 monitoring 

Risk 

analysis 

Risk 

Identification 

Risk Management  

Process 

[4] 

(Bruckner  et, al 

2001) 

 Risk 

Control 

 

Risk 

Tracking 

 

Risk 

Planning 

Risk 

Analysis 

 

Risk 

Identification 

 

Goal 

definition 

review 

 

Risk Management  

Process 

[10]  

(Higuera and 

Haimes 1996) 

 Risk 

Communication 

Risk 

Control 

Risk 

Track 

Risk 

Plan 

Risk 

Analyze 

Risk 

Identification 

Risk Management  

Process 
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[2] Divided risk management into four phases. The 

first phase is risk identification, which is the process of 

identifying the threats on the business. The threats 

according to security taxonomy are strategic risks, 

operational and systems risks, legal and regulatory 

risks, and financial risks. The second phase is risk 

evaluation, which is producing a list of all possible 

threats to the e-business in relation to the likelihood 

and their severity. The third phase is risk control, 

which is deciding the best suitable and cost-effective 

measures needed to be executed in order to control the 

risks. Such measures may involve: Risk avoidance, 

risk reduction, and risk transfer. The fourth phase is 

risk monitoring, which provides a review of the 

organization's ability to deal with incidents that might 

result in business interruption, implementing risk 

identification, evaluation and control measures that 

minimize the likelihood and severity - both in terms of 

potential financial and reputation losses of an incident, 

but can never entirely eliminate the risks. 
 
A structure designed by [5] described risk 

management process into risk identification which 

results in variety of technological content, 

environmental communications, the execution and 

operation approaches, programmatic constraints and 

the mission duration. The second is Risk Analysis of 

the consequences of the possible risks by scoring their 

impact on the necessities should they occur. The result 

is a requirement-driven risk list where failures are 

listed based on their impact on weighted requirements. 

Risk planning phase has the following design rules, 

process controls, testing, modeling, and inheritance). 

Risk Tracking contains a tool to display the number of 

report formats to be used by different personnel for 

different reasons. Risk Control is designed for 

implementation. This allows the project team to 

effectively control risk and watch its growth or decline 

as the design evolves and the results of 

implementation become available. 

 
[12] Described risks as reviews that define the goals 

and objective, identify and monitor potential risk, 

which includes a prioritized quantified risk, and plan 

risk control. [3] Provided a comprehension definition 

of risk as the scope and frequency of risk management. 

He divided risk management into four phases. Firstly, 

the risk identification, which is used to locate potential 

threats, secondly, the risk analysis which is used to 

classify and consolidate risks. Thirdly, the risk control 

planning, which is targeted to select the most 

important risks to control planning, and lastly, the risk 

monitoring, which is utilized to observe the situation 

of risks. 

 

A framework proposed by [11] described the risk 

assessment in three steps; the first one is risk 

identification, which is purposed to develop a list of 

risks that can adversely impact project outcome. The 

second step is risk analysis, which is intended to assess 

the risk exposure, the likelihood and impact of each 

risk and the final step is the risk prioritization, which is 

used to produce a list of risks prioritized by the impact. 

 

[18] claimed that risk management process contains 

the following phases: identifying risks using 

brainstorming techniques to discover any risks that 

forbid the progress of the project, analyzing risks by 

the team to determine if a certain risk is worth 

migrating or not, prioritizing and mapping risk to 

establish a the seriousness of the risk according to their 

impact, and resolving risks by implementing plans to 

prevent risk from occurring. 

 

[19] Stated that risk management involves the 

following stages: 1) Risk identification 2) Risk 

analysis 3) Risk planning 4) Risk monitoring.  [1] 

acknowledged that the risk management process 

involves 1) Risk identification, which entails checklist, 

questionnaires or brainstorming meeting 2) Risk 

analysis to assess the identified risk in order to create a 

contingency measures to decrease the risk impact and 

3) Risk monitoring to guarantee the effectiveness of 

the methods followed. 

 

A research done by [4] suggested that risk 

management process should contain 1) Goal 

identification phase to define project objectives and 

stakeholders 2) Risk identification phase to identify all 

relevant risks 3) Risk analysis phase, which contains 

several steps such as risk probability, risk impact and 

risk exposure 4) Risk planning phase, which contains 

risk contingency strategy, risk tracking and risk 

control. 

 

A model by [10] described risk management process 

in six steps starting with identification phase to 

recognize all risks, analysis phase to convert risk data 

in to appropriate information, plan phase to convert the 

risk information into actions, track phase to monitor 

the risk status and actions taken to mitigate the 

identified risks, control phase to correct any 

divergence from their planned actions, and finally the 

risk communication phase to stress the occurrence and 

its importance. 
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3. The Proposed Risk Management Framework 
This section proposes a risk management framework 

see (Figure 1), which contains some key elements, 

namely the need for risk management, goal definition 

review, identify risk, risk scrutiny, risk analysis, risk 

verification, planning for risk, planning experiment 

,risk implementation ,risk control , risk  monitoring 

and risk education. These elements are fully discussed 

in this section. 

 

3.1 The Need for Risk Management  

In this conceptual framework, the first element is the 

need for risk management which addresses the 

necessity for the organization to implement risk 

management processes. The organization must 

explicitly define the importance of risk management to 

their stakeholders to contribute in identifying all risks 

associated with business objectives. Identifying all 

relevant stakeholders is essential for the success of the 

risk mitigation process [13]. These risks may be 

obstacles for the organization in achieving the stated 

business objectives. When an organization plans a new 

business strategy, it must identify all risks associated 

with it in order to mitigate the obstacles and to 

facilitate the implementation of the new strategy in 

terms of the goals. Risk management is needed in day-

to-day business operations and project management 

implementation. Understanding the need of the risk 

management is vital for success of organization 

existence in dynamic world.  The need will establish 

the goal definition for implementing the risk 

management. 

 

 

 

Figure 1: Conceptual Framework for Risk Management

Start 

Need for risk 

management 

Risk Identification 

Risk Scrutiny 

Risk Analysis 

Risk Verification 

Risk Planning 

Planning and Experimentation 

Risk Implementation 

Risk Control 

Risk Monitoring 

Risk  

Education   

Goal definition review 
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3.2 Goal Definition Review   

During the goal definition review, the organization 

mission and vision is defined. The goal definition 

states the organization goals, clearly defines the 

constraints and implicit goals and analyzes the goals of 

the stakeholders [13]. The next step in this phase is to 

define the strategy, [12] describes the importance of 

reviewing and defining the goals in order to clearly 

output the objectives, expectation and constraints.  

 

3.3 Risk Identification   

This element of our framework is concerned about 

risks associated with project’s objectives. Managing 

risk requires risk identification, which helps in 

surfacing risk before it becomes a [10]. According to 

[4], risk identification should include the grounds of 

the risk and its predictable result if that risk occurred. 

This phase requires comprehension recognition of all 

threats to the business projects. This phase should also 

produce a list of all risks associated with any project 

[11]. The sources of risk can come from technology 

content, environment contact, execution and 

operations, constraints, etc [6]. The risk identification 

phase must be repeatedly implemented through out the 

project life cycle, and should classify the risk as high, 

medium or low, where this classification mainly 

depends on the organization security policy. A 

checklist, questionnaires or brainstorming sessions are 

vital techniques in this phase [16] as well as 

interviewing key stakeholders, auditing reports and 

customer complaints are valuable practices. The final 

output of the risk identification is a list of all possible 

risks. 

 

3.4 Risk Scrutiny 

It concentrates on evaluating every potential listed risk 

from the previous stage that might face the 

organization. The evaluation of every risk is based on 

the organization objectives. The purpose of this phase 

is to profoundly study every risk that might occur, then 

to eliminate any risk that is not associated with or has 

no impact on the project progress. This phase will add 

to the list, the likelihood of occurrence for every risk 

[2], which should provide a better view of the risks in 

order to correctly analyze them in the next phase. The 

output of this phase is the relevant risks with their 

likelihood of occurrences. 

 

3.5 Risk Analysis 

This element facilities the conversion of risk data into 

decision making information [10]. This phase can be 

divided into risk probability which 1) describes the 

likelihood of event occurring 2) shows the risk impact 

to measure the severity of risk 3) displays the extent of 

loss to determine the risk disclosure in order to list all 

risks and threats. [4] Averted that a high-probability 

risk might have a low impact and a high impact risk 

might have a low probability and both can be ignored 

safely. On the other hand, a high probability with high 

impact risk should be managed immediately. Risk 

analysis can provide an estimate of the impact of the 

risk either quantitatively or qualitatively depending on 

the method used. This phase facilities the prioritizing 

of the risks according to the project objectives. [3] 

Described risk analysis phase through conducting 

scenarios for major risks, and events. These results in 

estimates of risk effects for all the conducted cases 

described in the scenarios and establish a probability 

of losses for every risk scenario. The output of the risk 

analysis phase is a detailed description of every valid 

risk, severity, impact, priority, probability and impact 

estimates. This phase provides the means to establish 

the needed security controls in order to reduce the 

impact of the risk to an acceptable level by the 

organization.  

 

3.6 Risk Verification 

It reviews the risk analysis output in order to 

determine whether the listed risks are relevant to the 

organization goals and could formulate real threats. 

This phase must be conducted by different employees 

in the organization who are not associated with the 

team who worked on the previous phase. The purpose 

of this phase is to filter out all risks not relevant to the 

organization goals and objectives. The filtering 

technique provides useful resources for the real risk 

pretending to business objectives, and saves the 

organization resources from working on risks not 

related to their goals. 

 

3.7 Risk Planning 

It assists in converting the risk information into action 

and judgment and involves developing actions to deal 

with each risk, prioritizing measures, and creating a 

management plan [10]. This phase takes the 

information collected to formulate plans, strategies and 

actions, and its ultimate goal is to reduce both the 

probability of risk occurring and the degree of that loss 

[4]. The planning phase recommends the risk 

controlling actions needed in the later stages and 

requires selecting the proper security control methods 

according to the impact and the likelihood of risks. 

This phase also provides different execution 

possibilities and examines different “What-if” options. 

The phase outputs according to [2] are simple rules, 

process controls, testing, modeling and inheritance.  

 

 

3.8 Planning and Experimentation 

It tests whether the risk planning performed in the 

previous step is accurate and comprehensive. This 

phase also checks whether all risks are applicable to 
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the organization and are correctly classified according 

to their impact and likelihood. This phase main goal is 

to prevent wasting resources during the 

implementation phase by assuring the validity of the 

risk using techniques such as structured walk-through, 

checklist, simulation, etc.  

 

3.9 Risk Implementation 

It is the phase, the activities in the planning stage are 

executed and security controls are implemented 

according to plans formulated in the previous stages. 

An important part of this phase is to define the 

timeframe and the team members’ responsibilities. 

This phase also requires a strict controlling procedure 

during the implementation process. There are different 

implemented measures, which can be considered in 

order to deal with risks such as risk avoidance, risk 

reduction, risk transfer, etc [2].   

 

3.10 Risk Control 

This is the evaluation phase of the implementation 

process and its mainly used to discover new risks. The 

risk control phase is an update process for the whole 

risk management life cycle, which produces report of 

the execution progress of the risk cycle to ensure the 

sufficiency of the alleviation approach.   

 

3.11 Risk Monitoring 

It consists of observing the risk status and actions, and 

it provides a real-time monitoring to modify the risk 

execution process in order to maintain an update risk 

lists [6]. Risk monitoring is vital to effective 

implementation of action plans. The organization 

exists in a changing environment which might 

introduce a new risks never been known before. Also 

organization might introduce a new system which 

requires a reassessment resulting in an updated risk 

plan. [8] Stated that risk monitoring must deal with 

risk evolution such as factors, triggers and responses, 

which might result in going back to previous stages for 

modification or updating. Risk monitoring phase is an 

effective tool for controlling the risk management 

execution cycle [6].  

 

3.12 Education 

It is the final stage in the risk management cycle, 

where all experiences captured during the previous 

cycles are stored in a repository. It might be lessons 

learned to provide useful instructions for future 

encountered situations that closely match a previous 

experience. This final stage helps individuals utilizing 

the knowledge possessed by other individuals without 

attaining the knowledge. Risk education is aimed on 

providing a list of previous encountered risk for 

similar case or project which can shorten the risk 

identification timeframe process. 

4. Conclusions 
This paper presents a conceptual framework of risk 

management process. The objectives of this paper is to 

describe a more valid process to identify how 

organization deals with risk management, and presents 

a robust risk management life cycle with extensive and 

detailed processes. Based on the topic of this research, 

this paper concluded that the proposed risk 

management model would give a broadest analysis of 

the risk management process. To the best of the 

author's knowledge, there are few risk management 

models in the literature, which includes phases such as 

scrutiny, verification, planning experiment, and risk 

education. These phases which the proposed model 

considers improve the implementation process. 
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